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Introduction

Internet security

The Internet is wonderful, but unfortunately not secure. When changing information the data goes from one let’s assume securely controlled environment to another through an exactly unknown, uncontrolled public system. Anyone can access your data with sufficient knowledge.

Secure Documents solution

Secure Documents provides an easy solution. It is a simple tool that encrypts the data and packs it into a self-executable. This executable can optionally be packed into a zip archive. Sending the package through the Internet via email, file transfer or any other way of data exchange will of course not prevent access to the file, but it will stop unauthorized access to the data in the file.

Secure Documents may contain in a single package of unlimited number of documents. The documents might be text files, binary files, executables, pictures, movies, videos, etc. Recipients can open the documents without the installation of any additional software in any windows operating system.
Secure Documents implements two layers of security. The first (mandatory) level is encryption with a maximum of 32 characters long MD% hashed key. The second (optional) level is a password protection for running the self-executable itself.

On Windows'XP and higher operating systems the zip decompression is built in. The self-executable optionally is packed into a zip archive and allows the user to launch it with one click.
 Who should use Secure Documents?
Secure Documents is for everybody who needs to transfer confidential documents. The advantage of using Secure Documents over other methods, like SFTP, SSH is the simplicity. It does not need certificates, any other software installed and most importantly it does not need anything to open the secured package.
Secure Documents is a utility serving both individuals and businesses. For automated operation the licensed Secure Documents features a command line interface, so it can be called from scripts without human intervention.

The most typical implementations are

· Medical records

· Legal documents
· Copyrighted materials

· Software source code

· School grades and teacher/parents conversations

· Billing documents

· Financial data

· Contracts and bids

Installation
Download

Download the program from our web site http://www.direct-print.com to a directory of your choice. 
Launch the downloaded executable. It will install the software in the c:\SecureDocument folder. The program will appear in the ‘All Programs’ list and will be launched.
Uninstallation

Launch Secure Documents. Select the About button and click on the Uninstall button.
Creating a desktop icon

If you wish to create desktop icons for the program follow these steps:

1. Launch the program

2. Click on Settings

3. Click on ‘Create Shortcut on the desktop’.

The shortcut will remain when you delete the program file, so you will need to delete the shortcut as well.
Using Secure Documents
Setting up your environment

Click on the Settings button. The following dialog will appear:
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Settings are saved and they will remain for future operation.

Output type

The default is Zip, which means that the program will create a self-executable and compress it into a zip archive.

When Exe is selected the output will be the self-executable itself.

Zipping has two advantages:

1. Reduces the size of the package.

2. Prevents blocking in many cases for executables.

Output folder

The default location will appear after installation. Click on the button at the right side to select a different location.

Use additional access password

This option is not selected as default. 
When the option is enabled the person opening the secured document package will be prompted to enter the access password. You will also be prompted to enter an access password when creating the package. This password when used activates the self-executable and provides additional level of security.
Create shortcut on the desktop

Clicking on this link will create a shortcut for the program on the desktop.

OK button

Saves the current selections and dismisses the dialog.
Adding documents to a secured package

There are two ways of adding documents:

1. Click on the Add button. Find the directory that contains the files you want to securely send. Select the files from the dialog. Multiple files can be selected the common windows way (keep down shift for a continuous block of files or keep down the CTRL key while clicking on individual files). Click on the Open button.

2. Select the files in the Windows Explorer and drag & drop them to the Secure Documents window.

The selected files will appear on the list.

Removing files from the selected list

Select the files in the list and click on the Remove button. Multiple files can be selected with the common windows manner (pressing down the Shift or Ctrl keys).
Creating self-executable package
When you added all files needed in the secured package click on the Encrypt button.

You will be prompted to enter the encryption key. The longer the key the more secure the encryption. You can enter up to 32 characters. The key is case sensitive.

Important

When the key is entered incorrectly at decryption (when the self-executable runs) the file will be decrypted with the key entered. The result however will be a totally corrupted unusable file.
Command-line interface
Availability

The command-line interface is available only for licensed customers.

Syntax

The command-line may include the following elements in any order.
	Syntax
	Example
	Note

	/l PathToALogfileToWrite
	/l c:\Logfiles\Log.txt
	Optional. The directory will be created when not found.

	/p PathToAnOutputFile
	/p c:\Encrypted\Today.exe

or

/p c:\Encrypted\Today.zip
	Mandatory. Either exe or zip file type. The directory will be created when not found.

	/i InputSourceFiles
	/i c:\Medical\Records.doc,c:\Medical\XRays\MRWard.jpg
	At least one source file is mandatory. Paths are separated with comma.

	/w EncryptionPassword
	/w @DrMatthias1943-
	Mandatory. In the example the password is @DrMatthias1943-

	/f FTPAccessData
	/f  25.77.12.33,user,pw,DRBush
	Optional. When passed, elements are separated with comma. The passed string must include four sections. The first is a domain or IP address. The second is the username. The third is the FTP password. The fourth is the FTP subdirectory (if any).


The syntax is case sensitive.
Example:

C:\SecureDoc\SecureDoc.exe /pc:\Encrypted\Today.zip /i c:\Medical\Records.doc|c:\Medical\XRays\MRWard.jpg /wThisIsThePassword /l c:\Logs\SecureDocs.log /f redei.dynalias.com|soup|spoon|
Note that the space between any section indicator and the data is optional, that is /pc:\peter\secret.exe and /p c:\peter\secret.exe are equivalent.

Unattended decryption

Now, we can automate encryption, zipping and sending the file via FTP. In many cases the decryption at the receiving side also needs automation.

Follow these steps to do that:

1. Create the c:\SecureDocs\Extract folder.

2. Call up Notepad

3. Write into Notepad the followings:

[Unattended]

DestinationFolder=m:\ExtractedDocuments
Password=secret
Where m:\ExtractedDocuments is sample data, write the path to an existing folder where you want to extract the content to. Secret is also a sample, write instead the encryption key.

4. Save the file as  the c:\SecureDocs\Extract\ SecuredDocsExtract.ini
When the distributed self-executable finds the c:\SecureDocs\Extract\ SecuredDocsExtract.ini file it will take the values from it and process without any user interaction. Your script just will need to enumerate the files received via FTP and launch them one-by-one.
Licensing Secure Documents
Activating your purchased license

Upon purchasing your license you will receive normally in 24 hours a small program. Place this program immediately to c:\SecureDocuments and launch it.
Licensing restrictions

The license you purchased is valid only on one computer at a time.
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